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Advanced Copper Bypass TAP

● 10/100/1000 Copper 
bypass switch, with 
several trigger options

● 10/100/1000 Copper TAP 
with “no link drop” 
feature

● 4 x 10/100/1000 Copper 
port patch panel. 

“no battery needed”
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Universal Optical Bypass TAP

● Available Versions
○ 1/10/40/100 GBit/s SM
○ 1/10 GBit/s MM

Please note: This is not the final front 
layout!
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Features of the Cubro Bypass TAP 
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● Available as electrical or optical design
● Can be used as passive TAP or Bypass Switch
● Trigger options:

○ Ping (ICMP)
○ Rest API
○ GPIO pins
○ Front panel button
○ Power loss

● Graphical throughput statistics
● Intuitive Web UI for management
● SNMPv2 support
● Dual power supply



Cubro Concept
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The Cubro Bypass TAP can work stand-alone but also 
in combination with a Cubro Packetmaster. 

Cubro Packetmasters have the ability to work as a 
bypass device with heartbeat functionality, on any 
port at any port speed. 

The advantage of combining the Bypass TAP and a 
Packetmaster is to bypass multiple links that are 
connected to one sensitive device, for example a 
firewall.

This modular concept reduces cost and offers a lot of 
flexibility. 

Cubro Bypass Concept
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The Web UI
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WEB UI Bypass Switch 

After connecting to the Cubro Bypass TAP, the Web UI shows the current status of the Bypass TAP. 
This includes CPU / RAM usage, temperature, fan speed and the current mode of the Bypass TAP. 

These values refresh every 5 seconds automatically. 
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Navigate to “Bypass Mode Config” via the top menu to access the configuration panel 
for the Bypass Mode. The Bypass supports up to 3 different modes which are explained 
in the next few slides.

Bypass Mode Config
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The Bypass TAP works as a 1 link Bypass switch.

When power is lost, the Bypass TAP will always switch to Bypass mode. 

Usage in Bypass mode

Bypass mode Throughput mode
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The Bypass TAP can be controlled via ICMP protocol (ping).

Concept: 
The Bypass TAP sends continuous ping requests to an external device.
As long as the external device responds to those pings the Bypass TAP will stay in Throughput mode. 
When the ping fails the Bypass TAP switches to Bypass mode as long as the external device does not 
answer the ping requests. 

- Ping target: The IP address of the external device

Bypass Mode - PING
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The Bypass TAP can be controlled via the REST API of the Bypass TAP and Cubro Packetmaster.

Concept: 
A Cubro Packetmaster of Generation 2 to 4 can control the Bypass TAP via the installed Bypass App. 
To allow this application, the trigger needs to be set to “REST”. 

- Timeout: After x seconds the Bypass TAP engages the bypass mode when the Cubro 
Packetmaster is not reachable.

Bypass Mode - REST
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The REST API of the Bypass TAP can also be used by any 3rd party device to trigger the bypass mode 
whenever it is required.

Concept: 
An application which is bypassed using the Cubro Bypass TAP is connected to the same IP network 
like the before named Bypass. The application can use the REST API to take control over the Bypass 
and switch into Bypass mode when service x fails or crashes. 

Bypass Mode - REST - 3rd party
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The Bypass TAP can be controlled via the GPIO pins on the front panel.

Concept: 

Using the four GPIO pins on the front panel also allows triggering of the bypass mode when the 
specific selected requirements are met. 

Bypass Mode - GPIO
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The Bypass TAP works as a common 1 link passive TAP. 

● POWER ON: 
○ The link connected via the “link ports” is UP
○ The ingress traffic is mirrored to the “device 

ports”.

● POWER OFF:
○ The link connected via the “link ports” is UP
○ No traffic mirroring during power off. 
○ The monitoring ports connected to “device 

ports” are DOWN

Usage in TAP mode
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The Bypass TAP works as a 4 port patch panel with many combinations. 

Each network port can work as an egress interface for one ingress interface. 
This means that the patch panel mode allows aggregation (many to one) but no traffic duplication 
(one to many / many to many).

The patch panel mode always requires power.

When losing power the Bypass TAP will always 
switch to Bypass mode (Port 1 ↔ Port 2).

Usage in patch panel mode
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Navigate to “Ports” → “Counters” to access the port counter overview. 

The values for RX packets and CRC errors are displayed graphically.

Ports - Counters

Click here to edit the 
resolution 
(minutes/hours/days)

Packets received 
during the last one 
minute/hour/day 
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Navigate to “Ports” → “Configurations” to access the port settings of the Bypass TAP.
The port settings are valid device-wide for all ports of the Bypass TAP. 

Ports - Configuration
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The Bypass TAP support SNMPv2 per default.

This allows sending SNMP traps to a target host and to 
pull system information via SNMP GET or WALK.

A trap is sent to the defined host when 

● Any physical port changes to status “down”
● Any physical port changes to status “up”
● Bypass mode is engaged
● Bypass mode is disengaged

SNMP settings
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Bypass Application 
Use Cases
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The application:

The Bypass TAP is connected to 2 network devices via the 
Link ports and to a 3rd party server via the device ports.

The trigger of the Bypass TAP is set to PING and it sends 
continuous ping requests to the server. 

As soon as the server stops responding the pings the 
Bypass TAP will engage the bypass mode. When the server 
starts responding again the Bypass TAP switches back to 
the throughput mode. 

This application works only via ICMP (ping). No heartbeat 
packets are used to monitor the connectivity between the 
server and the Bypass TAP. 

1 Link Bypass TAP - standalone
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EX2 + Bypass TAP - Normal status

The application:

The Bypass TAP is connected to 2 network devices via the Link 
ports and to a Cubro Packetmaster EX2 via the device ports. A 
3rd party server is connected to the EX2 via 2 x 1G copper. 
The Packetmaster EX2 sends heartbeat packets to the server via 
port #1 and expects to receive them again on port #2. 

The trigger of the Bypass TAP is set to REST and the EX2 runs the 
Bypass App. 

Traffic flow in throughput mode:
Device 1 ↔ Bypass TAP ↔ EX2 ↔ Server ↔ EX2 ↔ Bypass TAP 
↔ Device 2
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EX2 + Bypass TAP - Software Bypass

Software Bypass explained:

In the case the heartbeat packets are not detected by the EX2, it 
will engage the software bypass. 

The configuration of the EX2 automatically changes to send the 
incoming traffic back to bypass TAP which reinserts the traffic 
back into the live link with minimal packet loss. 

The Bypass TAP does not need to react at all because all 
bypassing is done by the EX2. 

Traffic flow during software bypass:
Device 1 ↔ Bypass TAP ↔ EX2 ↔ Bypass TAP ↔ Device 2
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EX2 + Bypass TAP - Hardware Bypass

Hardware Bypass explained:

In the case that the EX2 fails or a connection between the 
Bypass TAP and the EX2 goes down, the Bypass TAP will switch 
to bypass mode to keep the live link up. 

When the Bypass TAP engages the bypass mode, the EX2 and 
the external server will be bypassed and do not receive any 
traffic until the Bypass TAP switches back to throughput mode.

Bypass mode is also triggered when the Bypass TAP no longer 
receives power.   

Traffic flow during hardware bypass:
Device 1 ↔ Bypass TAP ↔ Device 2
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2 x Bypass TAP per Link

Setup explained:

In this setup, one copper link of 2 devices connected to a certain server is bypassed via 2 x Cubro Copper Bypass 
TAP. The advantages compared to the 1 Bypass solution is, that when the connection to the Packetmaster is 
disturbed the server is still part of the live link. 
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2 x Bypass TAP per Link - Software Bypass

Software Bypass explained:

In the case the heartbeat packets are not detected by the EX5-2, it will engage the software bypass. 
The Bypass TAPs do not need to react at all because all bypassing is done by the EX5-2. 
Traffic flow during software bypass:
Device 1 ↔ Bypass TAP1 ↔ EX5-2 ↔ Bypass TAP2 ↔ Device 2
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2 x Bypass TAP per Link - Hardware Bypass

Hardware Bypass explained:

In the case that the EX5-2 fails or a connection between the Bypass TAPs and the EX5-2 goes down, both Bypass 
TAPs will switch to bypass mode to keep the live link up. Compared to the “1 Bypass per Link” setup, the Server is still 
included to the live link. 
Device 1 ↔ Bypass TAP1 ↔Server ↔ Bypass TAP2 ↔ Device 2
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2 x Bypass TAP per Link over 2 sites

Setup explained:

Optional: Instead of one Packetmaster EX5-2, two Packetmaster EX2 can be used for interconnecting two different 
sites via a GRE tunnel. In the case that the server connecting both sites fails, the Cubro solution will bypass the server 
and the traffic can be distributed via the GRE tunnel of the Packetmaster EX2. (shown in next slide)
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2 x Bypass TAP per Link over 2 sites (Bypassed)
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Universal Optical bypass schema

Live link

Bypassed device

Switching trigger

Power down
Manual (Button)
Manual ( IO port)
Rest API
WEB
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Universal Optical bypass schema (heartbeat)

Live link

Bypassed device

NPB (EX6-3) with 
bypass function

traffic with heartbeat 

Multiple links on one NPB
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Universal Optical bypass schema (heartbeat multi-link)

This example shows how the bypass 
can work on a multi-link environment!

In this drawing 
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Multi-link multi-device application with EX32

1 traffic from protecting optical bypass 
switch

2 traffic is sent from input to the LB group 
1 and 3   2a

3 received traffic from IPS is filtered, port 
80 and 8080 is sent to WAF, all traffic is 
sent to 6 and inserted in the live link

4 all http/https traffic is forwarded to the 
WAF, the received traffic from WAF 5 is 
reinserted to the live link 6
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App Manager on Cubro NPB

It is possible to run the APP multiple times on 
different ports, in this case 4 times, to realize a 
multilink bypass
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Bypass APP configuration screenshot
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● Register at the Cubro Support Portal – https://support.cubro.com 
● Get access to our technical support engineers, user guides and much more

Cubro Support Portal
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Quality & Environment Management 

Cubro is certified with ISO 9001 for 
Qualitmanagment to ensure to 
deliver best product and services  

Cubro is certified with ISO 14001 for 
Managing the efforts to protect our 
environment.
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1030 Vienna, Austria

Tel.: +43 1 29826660
Fax: +43 1 2982666399
Email: support@cubro.com 

Cubro Asia Pacific
8, Ubi Road 2 #04-12 Zervex
Singapore 408538

Tel.: +65-97255386
Email: jl@cubro.com

Cubro North America
105 Strowger Blvd
Brockville, Ontario,
Canada K6V 5K1

Tel: 613-213-0222
Email: americas@cubro.com

Cubro Japan
8-11-10-3F, Nishi-Shinjuku, 
Shinjuku,
Tokyo, 160-0023 Japan

Email: japan@cubro.com


