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Vitrum overview

Centralized management of Cubro Packetmasters

Backup and

browser with N SEOTK Alarm fimmware
upgrade,

monitoring user

management

Device

Discovery of

2 drill-in and IETDETE
equipment statistics visualization
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Login

Vitrum = Device List

Successfully logged out

Please login to see this page.

Username |

Fassword

English (en) $ Set Language

= Recover Password
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Welcome screen

Scheduled upgrades

Error Notifications

Devices online

System Information

Device licensing status

Savepaints

Vitrum Disk usage

Vitrum CPU usage Vitrum RAM usage

Map: Demo Map
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Navigation map

Vitrum £ Devicelist & Network Map ~ M Analytics » J Settings ~ £ Users

s Network Map ~ Jll 1 Aabcs ~

Kibana

Cemo Map

Gratana

Create new map

Logout ‘admin' % CUBRO

Netwark Scan See
Topology Discovery followi ng
slides for
network
and link
Packetmaster Updates scan

Error Notifications

Graphics

Savepoints

Device Licenses

Device Termplates

Vitrum update

IP Settings
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Network discovery - devices

Vitrum £ Device List #& Network Map ~

W Analytics ¥ J Settings ¥ = Users

Find devices
in the

network by
scanning an
IP range

192.168.0.201

lgnore Device Narme
IP Address

Description

Network Scan finished ®

Start 1P 192.168.0.1

End 1P 192.168.0.255

Start Networkscan scanned: [gE out of [EE5)
LN NN N N T, T, T T, T T N L N G R R W\

Found Devices

EX6 192.168.0.201
192.168.0.201
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Network discovery - links

as Network Map v [ Analytics ¥ J* Settings ~

Topology Discovery finished
Initialised Devices

Scanned Devices

Total Devices

Found Links

lgnore Link

Source Port
eth-0-5

EX2 192.168.0,204

192.168.0.204 =

Find links on
Cubro

devices

(topology
discovery)

Destination Port
eth-0-9
CA g b D= . 4
192.168.0.203 ‘p CUBRO
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Device Browser

Vitrum 8 Devicelist =% NetworkMap ~ LM Analytics ¥ / Settings ~ &= Users Logout admir’

Device Overview
Select

Actions IP Addr. A Description £ Online ¢ License
Filter.. Filter... Filter... Filter. Filter.. Filter_. Filter. Filter..
EX6 192.168.0.201 192.168.0.201 EX6 0.0.0.0 + Online o Yes [ Demo Map

EX5-2192.168.0.202 192.168.0.202 EXS52 0000 + Online ' Yes

EX2 192.168.0.204 192.168.0.204 EX2 0.0.00 + Online v Yes

EX12192.168.0.203 192.168.0.203 EX12 0.0.0.0 + Online ¥ Yes

EX32 192.168.0.205 192.168.0.205 EX32 0.0.00 " Online v Ves

%HEHH

EX32Plus 192.168.0.206 192.168.0.206 X 32PLUS 0.0.00 +" Online v Yes [ Demo Map

it
a
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Device browser — device details

Vitrum &8 Device List Network Map Ll Analy 5 Logout ‘admin’ % CUBRO

EX32 192.168.0.205 Device list selected ->

individual device selected

Serial Number DEMOSERIALNUMBER18032 Represented on Maps

License + Licensed : :
DPID 192.168.0.205-0005 ClICk thls
WebUI Link http:#/192 168.1.102/demodevice/EX3: <= | I n k fO r

e P drill-down
Created 2020-02-24 17:09:00 +08:00 (See neXt
Modified 2020-02-24 17:09:06 +08:00 page)

O No Update Images available

Ports

Number Name Directien Portstate  Link state  Connected to Cennected from TX-Rate RX-Rate I%-Packets R¥-Packets

1 eth-0-1 bidirectional  PORT_UP  LINK_UP 7.0 -eth-0-7 - EX32Plus 192.168.0.206 - 192.168.0.206 € 7.0 - eth-0-7 - EX32Plus 192.168.0.206 - 192.168.0.206 58.5 Mb 58.5Mb 22792930084 22792930084
2 eth-0-2  bidirectional PORT_UP  LINK_UP =80 -eth-0-8 - EX32Plus 192.168.0.206 - 192.168.0.206 € 8.0-eth-0-8- EX32Plus 192.168.0.206 - 192.168.0.206 6239Mb  9239Mb 548981905359 548981905359
3 eth-0-3 bidirectional  PORT_UP  LINK_UP -2 9.0 - eth-0-9 - EX32Plus 192.168.0.206 - 192.168.0.206 € 9.0 - eth-0-9 - EX32Plus 192.168.0.206 - 192.168.0.206 3144Mb  3144Mb 263783488507 263783488507

b
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Device browser — device drill-down

Ports ~

Port Statistics

= Device ~

User Management

IP Configuration

Other Settings
Device Info
- §
PAg Firmware Upgrade
Pid Webserver Logs
f’ 1 I
’/
-
[} 1
] 1
[} 1
I ] P H ’/
I ! ort sfatus view..-
1 1 PR
EX32plus  -Demo Ex3ze® fRAulelabe dasadue  EGoupTabe  dacdGoup M Save Pons pps | S Pors | = Device - ﬁ CUBRO
ZExport Table as CSV-
EX32plus  "Dem
Port Number ~  Interface Name ¢ Description %  Pom Status %  Link Status ¢ Duphex & Spasd ¢
/& ShowiHide Columi  Filte Filler, Filler, Fillnt Fillor... Filley
1 ih-0-1 PORT LR LINK_UP full {auto) 1000 (1000MB)
Nan
2 aih-0-2 PORT_UP LINK_UP Tull (auto) 1000 (1000Mb)
Filter... Filter... Filter... Filter... Filter... Filter... Filter... Filter... Filter... Filter... Filter... Filter... Filter... Filter...
Tap to probe Taps traffic between ports 1 and 2 to port 3 32768 2 00 b 0 1
Tap to probe Taps traffic between ports 1 and 2 to port 3 32768 1 00 b 0 1
Tap VLAN to
Tap traffic from ports 1, 2 and 3 tagged with VLAN 20 VLAN present, »
¥ roup:1 00 b
Lcazrl:;"ce_ to load balancing group 1 (ports 4, 5 and 6) 2168 -2 1D: 20 0 3
0.0 b (] 5
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Device browser - User management

Add User
) = Device ~
Name NewTestUser
. ser Management
Description

IP Configuration
Cther Settings
Device Info
Firmware Upgrade

Webserver Logs
User ® Read - Read-only access to everything.

Level ) Write — Can add/change/remove rules/groups/apps. add/change/
remove rule save-points and set them as load-on-boot, reset counters,
,’ and change group hashing methods used.
4 . -
» () Super — Can do everything, therefore has the ability to e.g. change port
EX32plus  "Demo Ex32+" | iERuleTable  + Add Rule Group Table 4 Add Gre settings, add/change/remove port save-points, import save-points, " CUBRO
upagrade/reboot device, change IP/label/description, add/change/remove

/4 show/Hide Columns & Make Rules and Groups Permanent € Delete All Rules @ Resel users, enable/disable user access checks and change any setfing.

@® Local Password ugh o

Name ~  Description 4 Priority +  Actions £ Data/Sec. ¥ Packets %  Flows
Filter... Filter... Filter.... Password Filter... Filter.... Filter... Filter....
EE Tap to probe Taps traffic between ports 1 and 2 to port 3 output:1,3 00 b 0 1
Repeat
% 2-3
E0OE  ptoprone Taps traffic between ports 1and 2 to port 3 Password output: 00 b 0 1
Tap VLAN to
Tap traffic from ports 1, 2 and 3 tagged with VLAN 20
% X . ; - 00 b
@00 L““’QZ‘S”CE 10 load balancing group 1 (ports 4, 5 and 8) (0 Checking Password Using RADIUS Server [ group:1 | ® 8
RADIUS Server needs to be set and running for this user to log in.
00 b 0 5

4
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Network GUI

Vitrum 2 DeviceList & NetworkMap ¥ LM Analytics ¥/ Settings ~

Settings of map "Demo Map" ~ Navigation ~ Create Dashboard Link

Devices ™

Drawing Tools ~

Create BRI
network =
map
choosing
from the
s device list

= (next page)

(Qskanzzenzar ] i
| e —— I
|

Qexu emnas
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Network GUI -— choose from devices

Devices -

(TR T

Search... Sort by Generation and Model =
EX6 192 168.0.207 EX12192 1680203 EX5-2 192 168.0.202 EX2 192 168.0 204 EX20400 EX32 192 168.0 205 EX32Plus

(IP: 192.768.0.201)

(IP: 192 168.0.203)

(IP- 192 168.0.202)

(IP: 192.168.0.204)

192.168.0.209
(IP: 192.7168.0.209)

£

ICuhmE)Q }

(IP: 192.168.0.205)

192.168.0.206
(IP- 192 768.0.206)

- s | NN
s s B0 ) BEmm mes ) S R MM B® | gsssssssssmsss m—— =
EX48400 EX32100

(IP: 192 68 0.207)

192.168.0.208
(IP: 192.168.0.208)

192 168.0.270
(P 192.7168.0.210)
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Network GUI - automatic port mapping

Vitrum == Device List #% NetworkMap ~ L4 Analytics ¥ /¥ Settings ¥ 2= Users

Drawing Tools ~ Devices ¥ Settings of map "Demo Map” ~ Navigation ~ Create Dashboard Link

Qexaa oz ans

[ Crmo e

2 ports selected

/E’ e

Description (map-specific)

@iz ica03
TR T

Remove Edge from eth-0-7
(EX32Plus 192.168.0.206) to
eth-0-1 (EX32 192.168.0.205)

[~ O AT

ARAHAS

roe

lalie|

(o eluelale alualala e (s

datess

Remove Edge from eth-0-1
(EX32 192.168.0.205) to eth-0-
7 (EX32Plus 192.168.0.206)

RX-Rate 556.3 MB/s = Dyn amic

:;(l;:tal 133520.3 GB \ ’ = por.t

RX Total 658,210,418, m.a p p I ng

Packets Wlth rea | i

556.3 Ma/s time port 4'53 CUBRO
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Network GUI - example

Vitrum 2= Device List Network Map ~ I Analytics >  Settings ¥ & Users

Map Mobil Monitoring Monitoring r Add new map

Non-Cubro
equipment

can be
added
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Device Browser - Alarm viewer

Vitrum

Analytics ~ ettings

-

Logout ‘admin’

Logout 'admin’ % CuBRO

RV v 'S-\ (Wl Error Notifications

Past Error Link was DOWN: ¢

eth-0-2 EX2 192.168.0.204

Past Error Link was DOWN:

eth-0-7 EX6 192.168.0.201

Past Error Link was DOWN:

eth-0-9 EX6 192.168.0.201

Past Error Link was DOWN:

eth-0-51 EX6 192.168.0.201

Past Error Link was DOWN:

eth-0-32 EX6 192.168.0.201

Past Error Link was DOWN:

eth-0-15 EX6 192.168.0.201

Past Error Link was DOWN:

eth-0-5 EX6 192.168.0.201

Past Error Link was DOWN:

eth-0-25 EX6 192.168.0.201

Past Error Link was DOWN:

eth-0-37 EX6 192.168.0.201

Past Error Link was DOWN:

eth-0-49 EX6 192.168.0.201

Past Error Link was DOWN:

eth-0-16 EX6 192.168.0.201

Alarm
viewer can
be activated

from any

screen by
clicking Bell

£ symbol
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Alarm browser =

Vitrum = Devicelist % NetworkMap ~ I Analytics * J Settings ~ BB Users

Alarm
Settings —> Error brovyser
notifications prOV|d.es
searching
capability
for alarms

Logout ‘admin'

Vitrum &5 Network Map ~ L Analy / Settings

Error Notifications

+ Acknowledge all Error Notifications
£ LastMessage £ Event Time v Time since

Actions Subject £ Error Status
Filter... Filter. .. Filter...

Filter..

Filter...
LINK DOWN: eth-0-14 EX6 192 168.0.201 2020-02-27 12:56:11 +08:00 0 minutes

A New Error

& Port: eth-0-14- £X6 192.168.0.201
ort: eth-0 -2 192.168.0 Link was DOWN: eth-0-11 EX5-2 192.168.0.202 2020-02-27 12:56:11 +08:00

Past Error

0 minutes
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Adding 3@ party monitoring tools

Grafana Dashboard Example

Vitrumn = DeviceList #& NetworkMap ~ 1M Analytics » / Settings ¥ = Users

125 MBps
100 MBps
75 MBps
50 MBps
25 MBps

06 = b= = sl PN T R W e £
1222 = 12:36 12:38 12:40
= Intemet Media Converter txrate = EX5-2 irate == EX5-2 birate

1242

roate - |ntermy tuate

Intemet Modia Converter nrate




Vitrum architecture

Application Server - Django

4——p Managment & Statistics
4———  sflow information from device i Q

— e e

—_—
- oo
1 1HE] —

Sk CESSEEEEEEEES |
H
ot £ 4—’

Main Database - PostgreSQ| <
¢ Scheduler - Celery Beat 8 *.&

Task executors - Celery Wo kers
D e p | Oye d a S Document Storage - Elasticsearch / REST calls \
VM fo ! E 57 45’

Network devi

VMWare *

.‘ NETWURK VJSIBILITV
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* End-user connects using Web browser and URL (see slide ‘Login’)



Benefits

. Easy set-up with network and link discovery

. Efficient troubleshooting of the TAP network with alarm browser
and easy to use topology view

. Powerful backup and firmware update

. User management with username/password and user rights

> Reduced monitoring costs

> Faster mean time to resolution (MTTR)
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Cubro Network Visibility Cubro Asia Pacific
Ghegastralle 3 8, Ubi Road 2 #04-12 Zervex
1030 Vienna, Austria Singapore 408538

Tel.: +43 1 29826660 -
Fax: +43 1 2982666399 Tel.: +65-97255386
Email: support@cubro.com Email: jl@cubro.com

Cubro North America Cubro Japan

105 Strowger Blvd 8-11-10-3F, Nishi-Shinjuku,
Brockville, Ontario, Shinjuku,

Canada K6V 5K1 Tokyo, 160-0023 Japan

Tel: 613-213-0222
Email: americas@cubro.com Email: japan@cubro.com




