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Hardware switch

Encapsubted manroing rafic

Highlights

* GRE receiver and
originator

* Hardware
de-encapsulation

* Line rate up to 40
Gbit

* Multiple GRE
streams per unit

* Easy to configure

* Filtering possible
afterwards

e Standard feature
(no extra charge)

Supported by

Packetmasters

EX2, EX5-3, EX12,
EX32

EX20400, EX48400

De encapsulated manitecineg traffic

What is GRE DE-Encapsulation

Virtualisation is a very common approach in data centers, but
for monitoring purposes it is not so easy, because the network
communication within the hyper visor is not transported over the
physical NIC in the server. It is transported over the virtual switch.
Thus, there is no access to this trac.

It is common to use virtual TAPs to solve this issue. But these virtual
TAPs could not send out the trac straight, they use in most cases a
GRE Tunnel.

GRE is a L2 transparent tunnel.

Original HP Header | Original Payload

Tunnel HP

Header GRE Header

GRE Payload

The original IP trac will be encapsulated with the new IP header and
the GRE header. This trac can then pass the virtual and in some cases
a hardware switch to reach the monitoring device. But this trac cannot
be used for monitoring directly. It needs to be first de-encapsulated.

This can be done in an easy way with the Packetmaster, even the
smallest unit the EX2 supports GRE de-encapsulation at line rate.

After de-encapsulation the trac looks like the original and can be
Itered and forwarded to the monitoring device.

Before GRE de encapsulation

v Frase 1608: 504 bytes on wire (4832 birs), G504 bytes caprursd (4833 bits) on incerface O

o ETh@rner 1T, Src! VEewara 63123142 (00:50056:63:23142), DST! CEVTHING_ 03110716 (0010810810a110116)

o tnrernet Prococol varston &, Sror 172.17.1.1 (172.17.1.1), st 172.07.0.F (A7FR.17.1.7)

© Ganeric ROUTING ENCapsilation (Transparant CTRGrratT befoging)

% Gthernec II, src: Incelcor_Shebl:9e (067 :20:5bcbd:dc), DSt: vesars aazcD:dd (O0:50:56:aa:cb:d3)

# Incernet Prococol versiom 4, sre: 172.16. 1000610 (172,16 100,610, osc: 172.16. 000 FR0 (17F.16.201.220)

# Transsission concrol provocel, sre Pore: E4004 (S4004), Dst Port: 80 (BD), Seq: 3EF7, ack: GE616, Len: 500

£ a (T
Eequest Method: GET
Eequest URI: Ssodules/isagefrase Frames Flicking s, gif
Eequest version: WTTP/1.1
Host: albus. creneco, cos'rin
User-agent; sozilla/5.0 (Windows WT 8.1; wOwld; rv:Id, 00 Gecko 70000001 Firefox/ 328, 0yr'n
Accept: image/png,image/*;q=0.8,%/%; g=0.5r'\n
Accept-Language: en-uS,en;g=0. 3% r'n
sccept-Encoding: gzip, deflate’r'n
#eferer: hoop://album creneco. com/main. php?gld v ew=1mageframe. C 25837 _frames=-noned7C shadow®TCF 11 cking'rin
il Cook1@! GALLLRYSIO=7Bch7Bdbabbi1f 330677 Faar2caf2zes\rn

After GRE de encapsulation

= EEl P i ETE « Dmt: Wessare saccodl (00 $caazc0:dl,
= Internet Protoco] versfom 4, Src: 172,16, 100.81 (172.18.100,81), Dst: 172.16.100.220 (172,16, 100, 2290)
» Trarswission Control Protocol, Src Port: 64325 (84325), Ot Port: B0 (800, Seqy: 4686, ack: 10OSSE, Len: 500

HOGT ! 3 NBR. CF G . CORF

user-agent: Mozil1a 5.0 (windows N7 6.1 wowsd: rv:i8.00 eecko/Poiodiod Firefou/ 38, 0wn

Accept: image/prg, inage ™ g=0. 8,/ g=0. §"r'n

ACCRPY-LANGUAGE: BR-US e ged, Shrn

accept-Encoding: grip, deflateirin

Referer; httpi//album, cremeco. com/main, phpTel_viewsimageframe, (554g2_frames=noneX7CahadouirCf 1 cking'r'in
i Cookie: GALLERYSID=78ch7Bdbabbilf 33067 7Fda7 2eaf 2265 r'm
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