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A network without a network bypass

Big risk of service
failures

SOLUTION
[ |
Inflexible routing

Lack of visibility I

Bypass Network Packet
Technology Broker experience
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Benefits: EX400 Advanced Optical Bypass

e Self-generating heartbeat packets
e Keeps network traffic flowing when the in-line appliance fails.
e The in-line appliance can be maintained without impacting the network stability
e Different bypass options to match every specific inline security devices.
e Flexible Deployments
e Fast “switching” Route Bypass (Software instead of Hardware based)
e In-line filtering of network traffic based on L2 to L4 criteria
e Supports link ratios from 1 to 100Gbit/s
e Easyto use WebUI
e Customizable trigger options
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Cubro Bypass
Hardware
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EX400 100/40/4 x 25 /4 x 10 Gbit Bypass Appliance

% 19" in size

In our never-ending effort to meet the growing demands of high-speed
networks, Cubro has launched the advanced 100/40 Gbit Bypass solution,
which is based on its cutting-edge network packet broker technology.
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Choose: Singlemode 7/ Multimode

Each port can be configured to 100 /40 / 4 x 25 / 4 x 10 Gbit

Bypass cards

° 100G-QSFP28-SR4 MTP connector
° 100G-QSFP28-LR4 (10KM) LC connector

e 100G-QSFP28-PSM4 MTP connector >
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Bypass working modes

Live mode - Inline is working fine Bypass mode - Inline tool is out of order

Data Collector Data CoIIe?tor . ‘} CUBRO
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Cubro EX400 Use cases

Bypass Application
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EX400

Bidirectional Link to bypassed
devices like Firewall / IDS / DPI
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Bypass Load Balancing Application

live link

EX400

Bidirectional Link to bypassed
devices like Firewall / IDS / DPI

TAP / Aggregation / Load Balancing Application

live link

EX400

Aggregated / Filtered /
Load Balanced output
to monitoring tools e
S —

Bidirectional Media and Bandwidth Converter

100 Gbit or 40 Gbit input /
output SM/ MM

oo ]

EX400

100 Gbit or 40 Gbit input /
output SM/ MM
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100 / 40 Gbit Bypass Application

Live Link (protected by bypass switch)

e 1]
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Data Collector Data Collector

The EX400 supports two connections options single and dual port. The dual port version is most
common, but in cases when the inline tool does not have two ports then the one port connection

is also supported (in the single port connection the configuration is more complex, but still easy to do
with the WEB Ul)
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High availability & service chaining Bypass Application

Live Link (protected by bypass switch)

Data Collector

Hot standby appliance

Data Collector

In this use case the EX400 acts in
two roles.

First as Bypass for the live link in a
power outage scenario and second
to support service chaining to a hot
standby appliance in the case of a
software issue on the running unit.

.> NETWORK VISIBILITY
SIMPLE | SCALABLE | SUSTAINABLE



High availability & service chaining Bypass Application

Live Link (protected by bypass switch)

LOAD-

BALANCING

Data Collector

Running appliance 2
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Bypass Application & Load balancing

In some cases the inline device cannot support 100 Gbit because of performance issues.
In this case the bypass can support L3 load balancing on the device ports.
As output 10 Gbit and 25 Gbit is supported. Live Link (protected by bypass switch)

The output for the inline
device load balanced
4 x 25 Gbit or 4 x 10 Gbit

The output for the inline
device load balanced
4 x 25 Gbit or 4 x 10 Gbit

Data Collector
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Small features -
Big Impact
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Easy to use WebUI —

The configuration of the EX400 Advanced Optical Bypass is simple:

Applances
Number of Applances 2

Available scenarios for the selected number of appliances:

@ Four independent SW Bypasses (for 1.4 applances) Hot Standby (for 2 appliances)

Start the device == .i‘"“;.

Select your Scenario

Choose your trigger ——— ia EE

i
Finished J I & <
§ fng,, j
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Video Tutorials

Each scenario is explained by a detailed 3D animated tutorial video which is liked on the
WebUI.

O Hot Standby (for 2 appliances)

Live link

[u Explanation and Setup Video
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Graphical Dashboard

Status and manual control Status Drawing
Scenario Load Balancing with split live ports 2
.
Trigger Abscence of heartbeat packets or link going down P -4
Maintenance mode &
Bypass Off
status EX400

@ Load-balancing using tool 1 g g e DDD EE

@ Load-balancing using tool 2

Route bypass 1 (SW)

Route bypass 2 (SW)

Route bypass 3 (SW) EX400

Route

The self-explanatory dashboard of the Clearly indicates
EX400 simplifies the understanding of downtime of

the traffic flow and highlights errors or services

downtimes of services .‘a CUBRO

NETWORK VISIBILITY
SIMPLE | SCALABLE | SUSTAINABLE



Use cases &
Joint Solutions
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Example Customer Design (Mobile Operator)

2 x Mobile Core 2d stage (2x100 gb)

2x 100G LAG 2x 100G LAG

Single Mode, LR =i

il N \

LR.LC LR LC LR,LC LR LC
1X1GbE
1x1GbE.
[ QSFP100 MPO M ‘QSFP100 MPO M Management
s;(:::s usy 'lePO MM By;:):s OSF NMPO . NGMD'::
Lc MPO o Lc MPO MMJ MM -
QsFP00 MM,
1X1GbE
QSFP 40 MM MPO
QSFP100/ y
SessionMaster EXA-32100”~~QSFP100 QSFP100° / | QSFP100
406G 40G 1X1GbE
1x1GbE
' 100G (MPO MM) | 100G (MPO MM) P
— o
MukiMods; SR 100G (MPO M) 100G (MPO MM WRO. J
8x 1GbE
Breakout box MM
2 1GbE
EX400 QSFP100 osmoo EX400 QSFP100
Bypass Bypass QSFP100 8xLC-LCMM
SR4 100G (MPO MM) SR4 100G (MPO MM)
100G (MPO MM) 100G (MPO MM)
QSFP100 QSFP100

8 x TDS Sensors .> NETWORK VISIBILITY
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Example Customer Design (IT Network)

Data Center (0C)

i [aror ] Cwsor ] [ ch Neee| e 24xg1 swirgh }o/f{ 24x87 Switch |

Moz

Fail Safe Bypass Switch for up to 4 x 10Gbit links

+ heartbeat +heartbeat

Omnial20 Network Packet Broker
- Tunnel encap/deencapsulation
- NetFlow V9
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o satior: For FERE
Joint Solution: Fortinet 2R NRAN

Primary (active) Fortinet NGFW E E lf‘ lt‘ Up to 4 routing and switching

segments can be handled
"IF"'RTH‘!ET — - - - —— — ey
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independent or in load share

Plug and Play configuration via
graphical WEB Ul

Secondary (standby) Fortinet NGFW
i T e pe——
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Cubro EX400 switch between the Fortinet units if one fails or '7 !J] ; ;
has to be taken offline due to maintenance activity. =
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The unique route bypass (software bypass) allows smooth

switching between the Fortinets without service downtime or Q Q Q g <&
packet loss. .ﬂ CUBRO
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Cubro Network Visibility Cubro Asia Pacific
Ghegastraflte 1030 Vienna, 8, Ubi Road 2 #04-12 Zervex
Austria Singapore 408538

Tel.: +43 1 29826660 Tel.: +65-97255386
Fax: +43 1 2982666399 Email: jil@cubro.com
Email: support@cubro.com

Cubro North America Cubro Japan

105 Strowger Bivd 8-11-10-3F, Nishi-Shinjuku,
Brockville, Ontario, Shinjuku,

Canada K6V 5K1 Tokyo, 160-0023 Japan
Tel: 613-213-0222 Email: japan@cubro.com

Email: americas@cubro.com



