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Domain Name System (DNS) Background

DNS is a hierarchical and decentralized naming system for computers, services, or other
resources connected to the Internet or a private network. It associates various information with
domain names assigned to each of the participating entities. It translates more readily
memorized domain names to the numerical IP addresses needed for locating and identifying
computer services and devices with the underlying network protocols. The purpose of this
presentation is to highlight the importance of DNS and how Cubro helps in getting the vital
information from the network

e Because of the importance of DNS, its continuous monitoring is critical for identifying anomalies,
measuring performance, and generating usage statistics.

e DNS traffic monitoring and analysis has a significant importance within information security and
computer forensics, primarily when identifying insider threats, malware, different types of cyber
weapons, and advanced persistent threat (APT) campaigns within computer networks. For
example attack.mitre.org has documented several DNS attack methods based on DNS poisoning,
DNSCalc and Shadow DNS to name a few

e While the primary driver for DNS Analytics is security, another motivation is to understand the
traffic of a network to execute either network improvements or optimization. N
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https://en.wikipedia.org/wiki/Hierarchy
https://en.wikipedia.org/wiki/Decentralised_system
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Domain_name
https://en.wikipedia.org/wiki/IP_address
https://en.wikipedia.org/wiki/Communication_protocol

Security

Leveraging DNS data to detect new Internet threats has been gaining in popularity in the past few

years.
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Attackers Server

DNS poisoning first needs access to
the local DNS server and once being
inside it changes one or several DNS
entries to point to a different
destination. This can be spread

amongst the DNS servers
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DNS Performance

e DNS has a huge impact on overall network performance.

o DNSis the Achille’s heel of the web. It is often forgotten and its impact on performance ignored

Monitor DNS traffic and
improve performance

until it breaks down.

e Typical Problems are: There are public services that measure the response
e Low performance DNS server : :
times of DNS services (for example dnsperf.com). Home
o too many requests users can in many cases change their DNS service to
another DNS provider whereas CSPs are using their local
o delayed answers ' .
e Low Time To Live in DNS cache cache DNS servers that theoretically can improve the

performance. This however is not always the case and

therefore it is important to verify the performance
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How to get access to DNS traffic?

DNS traffic runs on UDP (or TCP) Port 53 and can be extracted by the port number.

e All Cubro Packetmasters allow filtering up to OSI Layer 4
e All Cubro Sessionmasters allow filtering up to Layer 4 and beyond

Frame 267: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface @
Ethernet II, Src: AdbBroad 36:e6:81 (30:39:f2:36:e6:81), Dst: IntelCor_bl:ad:8c (10:4a:7d:bl:ad:8c)
Internet Protocol Version 4, Src: 10.0.0.138, Dst: 10.0.0.7
v User Datagram Protocol, Src Port: 53, Dst Port: 65347
Source Port:
Destination Port: 65347
Length: 55
Checksum: 0x064c [unverified]
[Checksum Status: Unverified]
[Stream index: 27]
Domain Name System (response)

Make monitoring more efficient and cost effective

e Only forward traffic that is really needed to analysis tools
e Useload balancing and other methods to avoid overloading
- >y CUBRO
analysis tools >
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Easy to use WebGUI

Name [ 5 pNsMonitoring
Description Filter DNS traffic and forward to Port 10 Only available if using name instead of cookie.
4
Priority 30000 0-65535 (lowest to highest prio.). Higher priority rules are tried first, each
packet can only be matched by a single rule.
Y Match Fields ¥ Actions
In-Ports 1 - 54, ranges allowed, e.g. "1, 3-5" @ standard Actions
© Drop
VLAN (802.1Q) match all traffic (tagg v
© Output to
Grou,
MAC Source (+ e.g. FEED:FE:EED:FE:ED 4
/Mask)
© Output to 10 1 - 54, ranges allowed, e.g. "1, 3-5"
MAC Dest. (+ horty .
3 e.g. FE.EED:FE:ED:FE:ED F t E d F I b I
IMask) : as asy an exipie
© Push 1-4094, pushes a new VLAN ID in J
VLAN
Protocol IP/UDP v | Selectto see protocol specific any case.
fields.
£ Modify 1-4094, changes existing VLAN ID
P Source (+ /Mask SR VLAN ID or pushes a VLAN with this 1D if
or + /CIDR-Num.) 43.2.1/255.255.255.1 therelsmone;
) Truncate 4
1P Dest. (+ /Mask eg.12340r ‘6: 1.44, lrunca!ets tfhbe packets to
or + /CIDR-Num.) 4.3.2.1/255.255.255.1 e given amount of bytes.
) Modify
UDP Source (+ 53 €.g. 42 or 3/255 or 0x3/0xff MAC
/Mt Source

UDP Dest. (+ €.. 42 or 3/255 or 0x3/0xff  Modify ‘
/Mask) MAC Dest. . ﬂ E u E H u
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Scenario

% up to 4000

parallel filters!

i

9 9

Other Monitoring Tools

DNS Traffic only
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VXLAN Tunnel and DNS

In data centers and in cloudified environments, VXLAN is the most commonly used
protocol to create overlay networks that sit on top of the physical network, enabling
the use of a virtual network of switches, routers, firewalls, load balancers, and so on.
This raises the question of how to monitor DNS when VXLAN is used.

SERVER 1 SERVER 2
Hypervisor Hypervisor

VMI-1 E VMI-1
VNI 22 @ VNI 22
P
NETWORK
VMI-1 = VMI-1
- e E—

D J AN / ~ P
VMI-1 ; \ = VMI-1
VNI 74 —ﬁ \/ E* VNI 74
VMI-T VM = Virtual Machine | vmI-1
2 VNI=VXLAN Network Identifier 57 VNI 9

VTEP=VXLAN Tunnel Endpoint
BD= Bridge Domain

8043185
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VXLAN and DNS filtering

VNI . Inner MAC Inner IP Inner L4 Payload

. O ,L’ =l e e e e Ul LS (o e B (e B B Fes At D
| | | | | | I | |
3 R | | | ! | <. | [ - | . |
U | | | |
\4 ALT res) Fesnsusten Y] [esne—o| s ] e (ST (e (O o) el P —r __‘4‘
? c2 4 cs c8 c10 c12 c14 ct6 c18 c c2 c24 (=] c28 (=] cx .

[ Simultaneous filtering ]

Inner L4 (TCP/UDP)
source port and/or

Inner IP source and/or Remove VXLAN

VXLAN identifier (VNI)

destination IP destination port* header
*Filter DNS traffic **Needed if the «
inside the VXLAN monitoring tool cannot .} EHEEH
tunnel understand VXLAN SIMPLE | SCALABLE | SUSTAINABLE
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GRE and DNS filtering

| GRE Header (38B) | Inner MAC Inner IP Inner L4 Payload

c7 C29

B —

cxR

[ Simultaneous filtering ]

Inner IP source and/or Inner L4 (TCP/UDP)
Remove GRE headers . source port and/or

destination IP destination port*
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GTP and DNS filtering

GTP is used to transport packet data from the eNodeB to the Internet via an IP tunnel.

IP packet from UE is
encapsulated inside GTP

and transferred over S1-
/\ U towards SGW )
e .

The source and destination IP addresses here belong

Tcp / uop \
P TCP / UDP
to eNodeB and SGW

UDP e
e
IP paCket Ethernet Frame
received by
eNodeB from UE
via air interface S1-U

eNodeB SGW
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GTP and DNS filtering

EXA48600 and EXA32100 can directly filter inside the tunnel (inner IP = user IP and/or
inner TCP/UDP Port).

n x 100G (S1-U and S11)

H#

cs

B ————

Load-balanced
User traffic (incl. DNS)

\

All signalling traffic
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Summary

Cubro Packetmaster and Sessionmaster products have inbuilt capability of inner IP and
port filtering thus making them a perfect choice to get access to DNS traffic regardless
of whether traffic is plain IPv4, IPv6 or encapsulated using VXLAN, GRE or GTP.
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